WORLD INTELLECTUAL PROPERTY ORGANIZATION 
International Bureau 




^ PCT 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(51) International Patent Classification ^ : 
A61B 5/117 



Al 



(11) InternaUonal Publication Number: WO 96/32061 

(43) International Publication Date: 17 October 1996 (17.10.96) 



(21) International Application Number: PCT/N096/(XX)82 

(22) International Filing Date: 10 April 1996 (10.04.96) 



(30) Priority Data: 
951427 



11 April 1995 (11.04.95) 



NO 



(71)(72) AppUcant and Inventor: DINH. Ngoc. Minh [NO/NO]; 
Anders Sayscthsvci 8. H 14. N-7053 Ranhcim (NO). 

(74) Agent: LARSEN, Rolf. Chr.. B.; ABC-Patent, Siviling. Rolf 
Chr. B. Larsen a.s. Brynsveien 5. N-0667 Oslo (NO). 



(81) Designated States: AL. AM. AT. AU. AZ, BB, BG. BR. BY, 
CA. CH. CN. CZ, DE. DK, EE. ES. FI. GB. GE, HU. IS. 
JP. KE, KG. KP, KR. KZ. LK, LR, LS, LT. LU. LV, MD. 
MG. MK. MN. MW. MX, NO. N2. PL, PT, RO, RU. SD. 
SE, SG, SI, SK, TJ, TM. IR. TT. UA, UG, US. UZ. VN, 
ARIPO patent (KE. LS. MW, SD, SZ, UG), Eurasian patent 
(AM, AZ. BY. KG. KZ. MD. RU. TJ. TM). European patent 
(AT. BE, CH, DE, DK. ES, H, FR, GB. GR, IE. IT, LU. 
MC, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI. CM, 
GA, GN. ML, MR, NE, SN. TD. TG). 



Published 

With international search report. 

In English translation (filed in Norwegian). 



(54)Tltie: FINGERPRINT SENSOR 



11 '^l^^yi 




1 




(57) Abstract 

Method and apparatus for measuring of patterns in an at least partiaUy heat conducting surface (10), preferably a fingerprint, 
characterized in tfie heating of a plurality of sensor elements (IS) being in dtermal contact with a substantial part of the surface to be 
examined, die measuring of temperature or change in temperature in each of the sensor elements to provide a signal corresponding to the 
heat loss in relation to the supplied energy in each sensor element, and collocating said signal at each sensor element to provide a segniented 
picture based iq>on the diffierence in heat loss at the sensOT elements. 
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FINGERPRINT SENSOR 

The invention relates to a method and an apparatus for 
measuring patterns in a partially heat conducting surface, 
preferrably a fingerprint • 
5 Identification by the use of fingerprints has lately 

come to the fore as a result of the increasing danger of the 
forging of credit cards, as well as the greatly increased 
availability of pattern recognition algorithms. Some 
systems for recognition of fingerprints have already been 
10 made available on the market. The technique used to 
register the fingerprint varies. 

Some of the previously known solutions are based upon 
optical technology using light with one or more wavelengths. 
These are sensitive to dirt and contamination, both in the 
15 fingerprint and on the sensor surface, and thus cleaning is 
necessary for both. 

Another alternative is pressure measurements. This, 
however, has the disadvantage that the sensor surface 
becomes sensitive to mechanical wear and damage, as the 
20 sensor has to have an at least partially compliant surface. 

since this kind of sensors may be exposed to long term 
use in varying and sometimes demanding conditions the sensor 
needs to have a robust surface, to be as insensitive to 
pollution in the fingerprint and on the sensor as possible, 
25 and to be able to be screened electrically in order to avoid 
interference from outside and electromagnetic discharges 
that can harm the electronic circuits in the sensor. it , 
must be capable of reading most fingerprints without being 
disturbed by latent prints from earlier use. It must also 
30 be capable of reading worn fingerprints in which the pattern 
is no longer visible. In some cases, e.g. in credit cards, 
it would also be advantageous if the sensor could be made 
compact . 

In the view of costs there is also a demand for simp- 
35 licity and minimizing of the number of parts. 

An interesting alternative is to measure the pattern in 
the fingerprint using the difference in temperature between 
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the "valleys" and the "ridges". This, however, demands very 
sensitive detectors, and is also sensitive regarding varia- 
tions, in temperature due to different circumstances. This 
kind of sensors is known from Norwegian patent 153,193 and 
5 US patent 4,429,413, 

It is an object of the present invention to provide a 
sensor being easy to produce, making them cheap in product- 
ion, and also having such small dimensions that they may be 
integrated in identification cards and credit cards or the 

10 like. It is an additional object to make a sensor being as 
insensitive to pollution in the fingerprint and on the 
sensor as possible, and which may be used without 
maintenance for long periodes of time. 

According to the present invention the problems related 

15 to the known solutions are solved using a method as being 
characterized in claim 1, and a sensor device as defined in 
claim 7. 

The invention is related to detection of thermal 
structures by measuring differences in heat conductivity at 

20 the surface, pref err ably a fingerprint, touching the sensor. 
This makes the measurements independent of the temperature 
of the surroundings. 

Dirt and contamination will be less critical for the 
measurements of the sensor than in other, corresponding 

25 methods. If a relatively smooth, thin layer of contamina- 
tion is present on the sensor it will, to a certain degree, 
affect the contrast in the picture, but the print may still 
be read. Larger quantities of dirt affecting the measured 
heat conduction may give measuring errors. 

30 The heat conductivity is measured by heating the sensor 

being touched by the object to be measured, and by measuring 
the resulting change in temperature (relative temperature) 
in relation to the provided energy. The better heat 
conductivity the measured object has, the less the local 

35 change in temperature will be. The heat conductivity can be 
measured as a function of time, integrated over a period of 
time or at a chosen time after the heating is started or 
stopped, A plurality of measuremencs, or a continuous 
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temperature control at each measuring element, provides a 
possibility for calculating the heat capacity as well as 
providing a measurement of the heat conductivity in the 
measured object. 

The heating in itself may be performed in different 
ways. Joint heating of the whole sensor is one possibility. 
To obtain a joint heating, the heat generated in other 
electronic circuits coupled to the sensor may be used. 

In a preferred embodiment of the invention a separate 
heat source is used at each separate temperature sensor, 
which provides a controlled and accurate measurement in each 
point, so that the method and apparatus is less sensitive to 
local variations in temperature. This is also advantageous 
-since the provided energy may be controlled at each 
15 temperature sensor, which gives an improved control of the 
temperature, and since the energy sources may be positioned 
close to the surface and the object to be measured, and thus 
gives less use of energy and faster respons since the mass 
to be heated is closer. 
20 The invention will be described in detail referring to 

the disclosed drawings. 

Figure i shows a schematic cross section of the position of 

the sensor system. 
Figure 2 shows a detail of the contact surface between the 
25 fingerprint and the sensor. 

Figure 3 shows the same situation as figure 2, but with a 

worn fingerprint. 
Figure 4 shows essentially the same as figure 2, but with a 
sketch of the electronic circuits connected to the 
30 sensor. 

Figure 5 shows a schematic view of the temperature sensor 
circuit. 

In figure 1 a schematic view of the position of the 
sensor in relation to the other circuits is shown. The sen- 
35 sor 1 is directly in contact with the fingerprint. The sys- 
tem circuits 4 are provided, among other things, to control 
and manage the collection of data from the sensor i. Under- 
neath the sensor l a layer may be provided of a thermally 
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insulating, or partially insulating, material 2 in order to 
limit the heat conduction to and from the other electronic 
system circuits 4. To enhance the insulation the layer may 
be provided with a cavity under each sensor element. If the 
5 heat from the system circuits 4 is to be used in the mea- 
surements of the heat conduction this layer may be made 
thinner. 

Between the system circuits 4 and the insulation layer 
2 a heat conducting layer 3 is shown that provides a uniform 
It) distribution of heat from the different system circuits 5 on 
the sensor. This way smooth and accurate measurements are 
secured. 

The physical thickness of the sensors will vary, but 
when used in relation to, or mounted on, identification 
15 cards the thickness will preferrably be as small as 

possible, preferrably less than 0.5 mm comprising the system 
circuits 5. 

The most interesting materials for use in the sensor 
are the following. The electronic circuits are made from 

20 semiconducting materials , preferrably with well known 

silicon, or gallium arsenide (GaAs) technology, and electric 
and thermal insulation is provided by using Si02 or other 
materials permitting direct mounting of semiconducting 
materials. The electric conductors are preferrably made 

25 from aluminum, or from gold or other materials common in 
relation to semiconductors. An alternative may be using 
polymer based semiconductors, conductors and insulating 
materials, which would be advantageous in relation to credit 
and identification cards, as they provide a large degree of 

30 pliancy and elasticity. 

Figure 2 shows a detail of the contact surface between 
the sensor and the fingerprint in which the sensor is heated 
by means of a uniform heat supply indicated by arrows in the 
sensor. The fingerprint comprises ridges 13 with valleys 14 

3 5 between them. The skin is comprised by an outer skin 10 
(epidermis) with an area 11 behind it with circulation of 
blood (indicated by circular arrows) . Underneath the ridges 
13 there are papilla 12 which, among other things have blood 
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circulation. The ridges 13 come in contact with the sensor 
and are heated, and the blood circulation in the finger 
transports the heat away. In the valleys the surface of the 
sensor is cooled essentially by two mechanisms, radiation 
5 and heat conduction in the air comprised in the valley 14. 
These cooling mechanisms are not as ef ficint as the heat 
conduction in the ridges 13, which results in a difference 
between the relative temperature Ts.r. measured in the ridges 
13 and the relative temperature Ts,v, which is not. These 
10 temperatures may be measured using the temperature sensors 
15. Measurements from^ all the temperature sensors 15 are 
collected and, using information regarding supplied energy, 
a pattern is made showing the fingerprint. 

The temperature at the temperature sensors 15 may be 
15 measured at one or more points of time, or continuously. 

Using a plurality of, or continuous, measurements a picture 
may be obtained showing the effective heat capacity at the 
different measuring points, in addition to the heat 
conductivity. Since the swea.t ducts 8 and the surrounding 
0 skin cells 9 (sweat diffusion) , which due to a high content 
of water have a high heat capacity, is comprised in the 
ridges of a fingerprint, the difference in heat capacity 
will enhance the ability of the sensor to distinguish the 
ridg^g from the valleys. 
5 Because the sensors measure the temperature the output 

signal from one sensor is essentially inversly proportional 
to the heat conduction at the measured point in the finger- 
print. A collocation of these signals will therefore ' / 
provide a pattern indicating the distribution of heat 
0 conductivity, and thus the fingerprint. 

To begin with the temperature sensor 15 will be a 
conventional electronic component, but it is clear that 
other measuring techniques, e.g. optical or acoustic, may be 
utilized. 

5 The contrast in the measured fingerprint may be 

enhanced by increasing the supplied heat. Because of the 
difference in heat conductivity the areas that do not have; 
the heat transported away will increase their temperature 
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faster than the other areas. This provides a direct method 
for increasing the contrast in the signal without the use of 
picture manipulation or other extensive calculations. 

Figure 3 shows a corresponding situation where the 
5 ridges in the fingerprint are worn off, and thus the 

fingerprint is not actually visible. The difference in heat 
conductivity is here given by the thickness of the outer 
skin 10 • By the previous ridges 13 an increase in heat 
conductivity compared to the previous valleys 14 may still 
be measured • This is because the distance from the sensor 
to the area with blood circulation, because of the papilla, 
is less than the distance dv in the valley areas 14. The 
supplied heat in the ridge areas is thus transported more 
efficiently away than the supplied heat in the valley areas. 

15 Therefore this kind of fingerprints may also be registered 
by difference in heat conductivity, in addition to the 
difference in effective heat capacity. 

Figure 4 shows a schematic sketch of a possible layout 
of the electronic circuits of the sensor. Closest to the 

20 fingerprint an electrically conducting, earthed layer 20 is 
drawn, made e.g. from alximinum or other conducting or 
semiconducting materials, to avoid electric disturbances 
from the surroundings and to prevent discharges from harming 
the sensor. This layer 20 may also comprise a layer made 

25 from a mechanically resistant material 25, e.g. Si02, Si3N4 
or a-Al203, to protect the sensor from mechanical stress and 
chemical corrosion. These layers 20,25 should preferrably 
be sufficiently thin as not to hinder the heat 
transportation to the fingerprint and affect the 

3 0 measurements . 

Between the sensor elements 15 there is an insulating 
area 23 limiting the heat conduction between the elements. 
In practice the sensor elements 15 will be surrounded by 
insulating areas in order to thtrmally insulate them from 

35 each other. There is, however, an interesting embodiment 
within the scope of the invention in which a certain degree 
of heat conduction is permitted between the sensor elements 
15. This may provide a filtering effect which, among other 
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things, suppresses the effect of unwanted local variations 
in temperature, i.e. reducing noise in the picture, without 
the use of extensive calculations. 

Heat conduction between the elements may be chosen in 
5 many ways, e.g. by the physical dimensions and the shape of 
the insulating area, in choosing materials or by regulating 
the thickness of the electrically conducting layer 20 to let 
the heat be transported in it. 

By the combination of an increase in the supplied heat 

10 and an allowed, controlled heat conduction between the 
sensor elements, the contrast may be maintained while 
smoothing the signal. 

The insulating area may for example be made from SiOj or 
similar materials. A preferred embodiment from a production 

15 point of view would be that the insulating material is the 
same as, or compatible with, and is connected to, the 
thermal insulating layer 2 in figure 1. Choosing a material 
permitting an integrated production of the electronic 
circuits would also be beneficial in the manufacturing 

2 0 process . 

Each sensor element 15 in the shown example has a 
corresponding heating element 21 producing a known amount of 
heati In the shown example the heating elements 21 are 
controlled centrally by and by using an electronic contact 

25 switch 24. It is, however, possible to provide the circuit 
with a separate control of each heating element to give a 
local control of the heat supply. a possible technique in 
achieving this is described below. The signal from the » , 
temperature sensor is adressed and controlled using an '' 

30 electronic contact' switch 22, e.g. a double gate MosFET 
transistor. 

In figure 5 a schematic sketch of the circuit of 
temperature sensors is shown. In the shown example the 
sensor is comprised by 512x512 sensor units 30 corresponding 
35 to one pixel in previously mentioned segmented picture, and 
which may be read separately or simultaneously in groups in 
a conventional manner. The physical size of the sensor may 
vary according to the fingerprinr to be measured, but 
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Starting at approximatly 13x13 nun^. The pixel size must be 
sufficiently small to provide a picture of the structure of 
the fingerprint. Using the above mentioned dimensions the 
pixels will have the size of approximately 25.4x25.4 /xm^. The 
5 sensor is integrally made with common semiconductor tech- 
nology, or possibly with polymer technology. 

The row and column registers 31,32 may be provided as a 
part of the sensor or as a part of the system circuits, and 
may be used for collecting data from, and adressing of, the 
10 separate pixels. 

The row and column registers 33,34 may be comprised by 
the sensor or by the system circuits and may be used in 
adressing and controlling each of the heating e^lements. 

To achieve a controlled, local heating of each sensor 
15 element the pixel of interest may be adressed repeatedly, 
possibly with a regulation of the access time. Thus a 
current is repeatedly sent through the electronic circuit of 
the sensor element. This will result in an accimulated 
heating of the sensor element which may be used in a partial 
20 control of the heat supply xn the chosen pixel. 

The sensor is described above in relation to the 
measuring of fingerprints. It is, however, clear that it 
also may be used on other sxxrf aces with a varying heat 
conductivity, heat capacity and/ or thermic structures in the 
25 surface. An example might for Instans be measuring of 
structures in bank notes or similar structured surfaces. 
The sensor may also be used in Inspecting inhomogeneitles 
close to a surface, such as cracks and irregularities in 
materials as long as they affect the heat conduction of the 
30 measured object. 
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Claims 

1. Hethod for measuring of patterns in an at least part- 
ially heat conducting surface, preferrably a fingerprint, in 
which a number of sensor elements are brought in thermal 
contact with a substantial part of the surface (10) to be 
examined, and in which the temperature of each sensor ele- 
ment is measured, 

characterized in that the sensor elements (15) 
are heated by a heat source, 

that the temperature at each sensor element is measured 
one or more times, or continuously, 

that the measured temperature (s) or changes in tempera- 
ture in each sensor element (15) is/are compared with the 
supplied heat to provide a measure for the loss of heat from 
the sensor element (15) to the surface (10), 

and that the loss of heat at each single sensor element 
(15) is collocated to provide a segmented picture of, the 
surface based upon the variation in the loss of heat from 
the sensor elements to the surface (10) . 

2. Method according to claim 1, 

character i z e d in that the measurement at each 
single sensor element (15) is controlled and read separ- 
ately. 

3. Method according to claim 1 or 2, 

characterized in that the heating of each single 
sensor element (15) is controlled separately, e.g. by addres- 
sing the local temperature sensor in the element of inter- 
est, so that this behaves as a heat source. 
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4 . Method according to one of the claims 1-3 ^ 
characterized in that the sensor element (15) 
are partially thermally insulated using an insulating mate- 
rial (23), and that the heat conductivity of the insulating 
material (23) contributes in smoothing the differences in 
temperature between the sensor elements (15) to provide a 
filtering effect in the segmented picture. 

5. Method according to one of the claims 1-4, 
characterized in that the contrast in the seg- 
mented picture is enhanced by increasing the heat supplied 
to the sensor in general or to each of the sensor elements 
(15) individually. 

6. Method according to claim 5, in which the sensor ele- 
ments are heated individually, 

characterized in that the heat supplied to each 
element is adjusted according to the temperature, or change 
in temperature, of the element. 

7. Apparatus for measuring patterns in an at least part- 
ially heat conducting surface, preferrably a fingerprint, 
comprising a plurality of sensor elements (15) adapted to 
thermal contact with a substantial part of said surface 
(10) , and temperature sensors (15) adapted for measuring the 
temperature of each of the sensors, 

characterized in that it comprises one or more 
devices (21) adapted for heating said sensor elements and 
means for generating a signal corresponding to the heat 
conductivity at each of the sensor elements based upon the 
known supplied heat and the measured temperature (s) or chan- 
ge (s) in temperature, to establish an overall, segmented 
picture of the surface based upon the difference in heat 
loss at the sensor elements. 

8. Apparatus according to claim 7, 

characterized in that it comprises a partially 
insulating material (23) between the sensor elements. 
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9. Apparatus according to one of the preceding claims 7- 
characterizedin that each sensor element (15) 
is provided with a separate heat source (21) . 

10. Apparatus according to one of the preceding claims 7-9 
characterized in that each sensor element is 
adapted to at least partially control the heat supply. 
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